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AGENDA

The network is constantly transforming

Cloud is the
New Network

] Office 365
FEREE

Shifting perimeter. Direct access to
cloud applications from everywhere

€ Network transformation

SD-WAN drives network
transformation

Branch Office
Branch Office

SD-WAN

Direct connection to Internet with no
ability to replicate full HQ security stack
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0T leads to explosion of
devices
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Endpoint security cannot be deployed on
lightweight 10T devices
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Exabytes per month

Drivers for network transformation
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Internet of things

Unified communication

Digital transformation
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Work from home
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- Internet
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Cloud computing
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Cellular IoT connections per region (billion)
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@ internet @ Managed IP @ Mobile data Billions of 3 4.2 :
Internet 3.9
Data volume of global consumer IP traffic from 2017 to Usem 2
2022, by connection type ©satstaz0] :
observations 0
¢ Global consumer IP traffic rose. Global Internet user grows. 2018 2019 2020 2021 2022 2023
¢ Cellular IOT connection grows. (North East Asia largest growth)
« DNS foundation of all IP connections. Therefore, DNS is growing. Global Internet user growth
Source:
https:/mww.forbes.cc '2018/12/13/2018-roundup-of-internet-of-thing d ket: 427c7d83 © Infoblox Inc. All rights reserved ‘ 6 :::

Ciscoannual Internet report, 2018to 2023


https://www.forbes.com/sites/louiscolumbus/2018/12/13/2018-roundup-of-internet-of-things-forecasts-and-market-estimates/?sh=2d9d427c7d83
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Symbiotic relationship - business, network and security

the digital business model

Your network is your business.
DNS - foundation of your network.
Visibility is the cornerstone.

N— N

The network structure The cybersecurity approach
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More points of infiltration into the business

More ways in...

More ways out...
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AGENDA
< Cyber Security for transforming network
Criticality of securing DNS
9
Firewall Protection Regulation Insider threat
State-sponsored :
hackers What com~- u‘.“‘yq 1you
Ni1c— eC .
Compliar-- is DNS S ,~cISEeCu ”ty?
yyhere | 3 -
RBI e Business critical assets ~ Cyber criminals
# Policy management Threat
/w N ’ intelligence
% Risk Ransomware
L i
Threats Reputation
Malware Data breaches
IP protection Trust
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The threat and cyber response landscape evolution

Host-Based Network Perimeter Global Reputation, Intelligence &
RESPONSE (Anti-virus) (IDS/IPS/FW) NGFW and Sandboxing Analytics
2000 2005 2010 Today

DNS Exploitation

Increased Attack Surface
Mobility & Cloud

APTs/Cyberware

Spyware/Rootkits

THREATS

..
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Circumvent “Defense-In-Depth” through DNS traffic
ISO 27,001
3 NIST

% % Other security frameworks
91% Of
malware uses Malware C&C is #1
DNS to carry <> responsible vector
out campaigns? < for crimeware?
W Port 53 . .
illustration
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1. Source: Cisco 2016 Annual Security Report 2. Source: Verizon 2016 Data Breach Investigations Report
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Why Should Securing DNS Be a Focus?

Security Teams At a Disadvantage with DNS

@

DNS was
designed to
be open and

allow
everything

95% of today
NEWEE
attack involve
DNS

DNS is
everywhere

DNS is the
first touch

s int
and critical po

68% of
organization
don’t monitor
recursive DNS
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Ownership
is in silos:
NetOps teams
typically own
DNS - not
SecOps
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Critical gaps address by securing DNS
Data exfiltration C2 malware communication Visibility of infected
and propagation devices and host
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Gaps address by securing DNS
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Malicious website Phishing
@ Yahoo.com
g ,. yahoo.com
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DNS hijacked / Poison Lookalike domain
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AGENDA

& Beyond securing DNS
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DNS becoming the 15t line of defence

Time to detect

Time to investigate, respond and
contain.

Security Ecosystem integration

-
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DNS partners

DDI

s
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Single source multiple feeds and applications

Threat Intel Data Sharing reduces cost of threat feeds while improving effectiveness across entire security
portfolio

Infoblox C&C IP List (¢ ) —
Internal and external @ l-‘--‘.
Phishing &
s OB
TlDE* JSON,
Define Dat: SIS
Marketplace etine Bata Spambot IPs RPZ.. Fﬂ —
Policy,
Governan_ce & C&C & Malware
Custom TI Translation Host/Domain @ —_—

Q) Fireeye proofpolnt / ‘
FERSIGHT @ Dossler —| soc

SECURITY Investigate

Threats [ siem |7 soar |

(sl FJSTH\KE

. Automate Orchestrate common security policy
Single-source of Tl management | . S . | . :
investigation & triage across multi-vendor infrastructure
* Threat Intelligence Data Exchange © Infoblox Inc. Allights reserved. | 19 $3e
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Security ecosystem integration

Network
Access Control Next-Gen
(NAC) Endpoint Security
Next-Gen
Firewall (NGFW)

Threat
Intelligence
Platform (TIP)

ITSMATOM/
Security
Operations

Advanced ~ 0 . e
o o I soaR

Detection
SECURE CLOUD MANAGED NETWORN SEVICES
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Breach impact over time

;
>
15t 24 Hours Time
illustration
524
Incident Reporting Template Section D: Other Information
Instructions: D1. |P addresses
All Incidents. For Cyber Incidents Only Provide the list of IP addresses surfaced from incident. Please state the involvement of the IP
1. Incident * Submit Section (A) of this For Cll institutions: addresses in the incident (e.g. Victim, Malware Command & Control Servers, etc.). If IP addresses
Notification to MAS Incident Reparting Template | « To also submit the National Cyber ived from domair ify the domair and the date/time of
(a5 s00n a5 passible, Security Incident Reporting Form |  resolution of IP addresses from the domain names.
vinsn o) available from the Cyber Security | g aqgress Involvement Domain name | Date/Time of
Agency of Singapore (CSA) from which IP | Resolution of IP
website, or via the link here: ‘addresswas | address from Domain
hittps://www.csa.gov. i resolved name
Jforms
For all other Fls:
* Toalso submit Annex in this
Incident Reporting Template
2. Subsequent * Submit any updates to For Cll institutions:
update(s) to MAS Section (A) » Submit any updates to the £2. Domain Names
(updates to be provided National Cyber Security Incident
as and when there are Reporting Form Provide the list of domains surfaced from incident. Please state the invalvement of the domain
@‘M . names in the it . (E.g. Drive-by- , Malware Control & Command Servers,
by MAS) ! For all other Fis: defaced website)
* Submit any updates to the Annex " in
3. Full Inadent « Submit Section (A) and ()
Report to MAS
(as required under the
relevant legislation}
https://www.mas.gov.sg/-/media/MAS/Regulations-and-Financial-Stability/Regulatory-and-Supervisory-Framework/Risk-
v : -
Management/2019_Incident_Reporting_Template_v5--Nov19.docx -
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Key takeaway

e Strongly consider the complimentary DNS Security assessment or a discovery
discussion or a DEX demonstration.

e DNS is the foundation of your network. DNS is your 15t line of contact and can be a 15t
line of defence.

e Drives effectiveness and efficiency through automation and orchestration.
¢ Reduces total cost of ownership of existing security stack.
e Harmonise security posture of existing security stack including silo* security solutions.

e Minimise business operation disruption. Increase accuracy of detection, speed of
response and threat containment.

¢ Infoblox can be the foundation of your network and security strategies.
e What are your thoughts?

%

* Where applicable
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