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DNS a vulnerability, 

becomes foundation for enterprise security
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AGENDA Network transformation

Cyber Security for transforming network

Criticality of securing DNS

beyond securing DNS
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The network is constantly transforming

SD-WAN drives network 

transformation

IoT leads to explosion of 

devices

Cloud is the 

New Network

Shifting perimeter. Direct access to 
cloud applications from everywhere

Direct connection to Internet with no 
ability to replicate full HQ security stack

Endpoint security cannot be deployed on 
lightweight IoT devices

Branch Office
Branch Office

SD-WAN
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Drivers for network transformation

Unified communication Internet of things Work from home Cloud computing

Digital transformation
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DNS is growing

Data volume of global consumer IP traffic from 2017 to 

2022, by connection type

Source: 

https://www.forbes.com/sites/louiscolumbus/2018/12/13/2018-roundup-of-internet-of-things-forecasts-and-market-estimates/?sh=2d9d427c7d83

Cisco annual Internet report, 2018 to 2023

Global Internet user growth

observations

• Global consumer IP traffic rose. Global Internet user grows.

• Cellular IOT connection grows. (North East Asia largest growth)

• DNS foundation of all IP connections. Therefore, DNS is growing.
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Symbiotic relationship - business, network and security

Your network is your business.

DNS – foundation of your network.

Visibility is the cornerstone.
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More points of infiltration into the business

Internet

Cloud

Saas

Saas

Internet
Branch Office

Campus

Data Center

Remote Office

Mobile

Po
S

IoT

More ways in…

More ways out…
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AGENDA Network transformation

Cyber Security for transforming network

Criticality of securing DNS

beyond securing DNS
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What comes to mind when you 

think about cybersecurity?

Ransomware

State-sponsored

hackers

Compliance

Regulation

Threats

Data breaches

Reputation

Business critical assets

IP protection

Insider threat

Cyber range Cyber criminals

Risk

Protection

RBI

NIST

Trust

Malware

Firewall

Threat

intelligence
Policy management
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The threat and cyber response landscape evolution

Host-Based

(Anti-virus)

2000

Network Perimeter

(IDS/IPS/FW)

2005

Global Reputation, 

NGFW and Sandboxing

2010

Intelligence & 

Analytics

Today

RESPONSE

THREATS

Worms

Spyware/Rootkits

APTs/Cyberware

Increased Attack Surface

Mobility & Cloud

DNS Exploitation
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Circumvent “Defense-In-Depth” through DNS traffic

illustration

Port 53

91% Of 

malware uses 

DNS to carry 

out campaigns1

Malware C&C is #1 

responsible vector 

for crimeware2

1. Source: Cisco 2016 Annual Security Report 2. Source: Verizon 2016 Data Breach Investigations Report

ISO 27,001
NIST

Other security frameworks
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Why Should Securing DNS Be a Focus?

Security Teams At a Disadvantage with DNS

DNS is 

everywhere 

and critical

DNS was 

designed to 

be open and 

allow 

everything

DNS is the 

first touch 

point

95% of today 

malware 

attack involve 

DNS

68% of 

organization 

don’t monitor 

recursive DNS  

Ownership

is in silos: 

NetOps teams 

typically own 

DNS – not 

SecOps
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Critical gaps address by securing DNS

Data exfiltration C2 malware communication 

and propagation

Visibility of infected 

devices and host

13

14



5/3/2021

8

© Infoblox Inc. All rights reserved.  | 15

Gaps address by securing DNS

Malicious website Phishing

DNS hijacked / Poison Lookalike domain
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AGENDA Network transformation

Cyber Security for transforming network

Criticality of securing DNS

Beyond securing DNS
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• Time to detect

• Time to investigate, respond and 

contain.

DNS becoming the 1st line of defence

Security Ecosystem integration •
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DNS partners

IPAM

DHCP

DDI
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Single source multiple feeds and applications

Infoblox
Internal and external

Government

Marketplace

Custom TI

Single-source of TI management

CSV, 

JSON, 

STIX, 

RPZ..

C&C IP List

Spambot IPs

C&C & Malware 
Host/Domain

Phishing & 
Malware URLs WWW

DNS

TIDE*
Define Data 

Policy, 
Governance & 

Translation

Dossier
Investigate 

Threats

Automate 
investigation & triage

Orchestrate common security policy 
across multi-vendor infrastructure

* Threat Intelligence Data Exchange

Threat Intel Data Sharing reduces cost of threat feeds while improving effectiveness across entire security 

portfolio

SOC

SIEM SOAR
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Security ecosystem integration
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Breach impact over time
Im

p
a
c
t

Time1st 24 Hours
illustration
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Compliance – single source of truth – MAS IBTRM

https://www.mas.gov.sg/-/media/MAS/Regulations-and-Financial-Stability/Regulatory-and-Supervisory-Framework/Risk-

Management/2019_Incident_Reporting_Template_v5--Nov19.docx
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Key takeaway

• Strongly consider the complimentary DNS Security assessment or a discovery 

discussion or a DEX demonstration. 

• DNS is the foundation of your network. DNS is your 1st line of contact and can be a 1st

line of defence.

• Drives effectiveness and efficiency through automation and orchestration.  

• Reduces total cost of ownership of existing security stack.  

• Harmonise security posture of existing security stack including silo* security solutions. 

• Minimise business operation disruption. Increase accuracy of detection, speed of 

response and threat containment.

• Infoblox can be the foundation of your network and security strategies. 

• What are your thoughts?

* Where applicable
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